RS9t PH23-PCS (=)

A4 PH23-KZG10 thM¥ AN £33 Zero-knowledge B #5,

1. W[ % 45 ZK

N T Ik PH23-KZG10 124 ZK, BMNEZELFMm B oMY, —=—EE KZG10 FiMYAsz#F Hiding, BIfE
{Efa]—x Evaluation iERE, #ASHMIRER TREZINIEE, ZE2BRIE PH23 X, ASitE Witness 4

£, Bla WER.

BRBENIFBE— Perfect Hiding KZG10 ¥, ERIMRIEZIRAEE—XITHE, #AStRZINRAFRZINN
KREZIMIEEEE., TER [KT23] R KZG10 thiX, HEFEBEETF [PST13], [ZGKPP17], 5
[XZZPS19],

Hiding KZG10
SRS = ([, [7]1, [7°]1, [7%]1, - -, [7P], Y], (12, [7]2, [9])2) (1)
— 2o f(X) € FIX] #EEEX:
Cf = KZG. Commit(f(X); p5) = fo - [Ua + fr-[r]i + -+ fa- 7% + o5 - [ (2)
RESTRARER, f(X) AU
F(X) =q(X)- (X —2)+ f(2) (3)
BABZIMANAEITENT, EHEFEE— Blinding Factor p, SRIRIF ¢(X) #IEIE,

Q = KZG. Commit(q(X);pq) =qo- 11 +q1 [T+ +qa- [Td*lh +pg- [V (4)
=g

(7)) + pg - [7I
G Prover RBITE TE—1EWMNMI G, tX, BAFREFRIEAR:
E=ps-[11—pg-[tli+ (pg-2) - 11 (5)

AR Evaluation IEBRHM T G, TTRAM:

™= (Q,B) (6)
T2, Verifier AL FEAATRIDIE:
e(Cr=F2)- [, [:) = e(Q, [Fl =2+ [1]2) + (B, 12) (7)

SKFIEBARY ZK

1£ Prover RAZMZ MR 2(X) SGEBARMERND T, LEtR Z AEMNES, EPthEIET Witness d KIS
B B, BAIFE— ZK hid<BIKFIERR Y.

BIE—TMHA N WEREFEH H C F:
H=(1,ww? ..., (8)
HANE {Li(X)}Y,! %F H th Lagrange 2T, vy(X) = XV — 1 2 H LHSHASTR,



BRE—T N MTENEE G = (ag,a1,...,an1), BAFELIER Y, a; = v. Prover SHITHT d 7%

i%, '\LEjU Cao
C, = KZG10.Commit(a(X); pa) = [a(T)]1 + pa - [V)1

Round 1

(9)

B, RNEHEE 2(X) SWITFUR, i, 2(X) 8BE(Mw - (WAITHF. BAKNSIA—HEH

2HR: r(X),
r(X)=ro-Lo(X)+7r1-L1(X)+ 79 Lo(X) + 73 - L3(X)
ETZHAESOMENEF. ATAZET? HMEEEEET.
Prover ZA/G1HHE r(X) B&IE, H3IA—PEIMY Blinding Factor p,
C, = KZG10.Commit(r(X); pr) = [r(7)]1 + pr - [V
Prover it E—PHEIKRH D, i
Vp =To+T1+T2+T3

Prover %% C, 5 v, £ Verifier,
Round 2
Verifier RIX—T R PEEEL B <—¢ F 45 Prover,
Prover #iE—MHINZ MR o' (X), #HE

a'(X) = a(X) + 8- r(X)
Prover &% Verifier— NESHIRINE v

vV =v,+Bv

XBS, Prover ] Verifier ERFERRAIEMT Y. a; = vERA D .(a; +B-1r) =v+ B+ vpo

Round 3
Verifier B&E—THENE o <—¢ [F 45 Prover,
Prover ARSI ho(X), hi(X), heo(X), #HE

ho(X) = Lo(X) - (2(X) — a(X))
h(X) = (X —1)- (2(X) — 2(w™ - X) — a(X))
ha(X) = Ly_1(X) - (2(X) — v)

Prover &S s h(X), %2
h(X) = ho(X) + a - hi(X) + a? - hy(X)
Prover itEE S t(X), HE
h(X) = t(X) - vg(X)
Prover it8 2(X) W% C,, 74k C,

(10)

(11)

(12)



C, = KZG10.Commit(2(X); p.) = [2(T)]1 + p= - W1 (18)
Prover it# t(X) #7&i& Cy, HKi% Cy

Ci = KZG10.Commit((X); 1) = [¢(7)]1 + ot - [7a (19)
Round 4
Verifier Z3ABEHNRER <5 F
Prover #93& B2 ¢.(X), ¢.(X), ¢:(X) 5 ¢.(X), HR
a'(X) —a'(¢)

#H(X) — (¢
@(X) = %—C() (21)
z2(X) — 2(¢
q:(X) = (X)——C() (22)
oy AX) —2(w - Q)
(0 = 22 (23)
Prover ITEII MR ZIMIVAVATE, FH5IAMERNEY Blinding Factor pg, , Pq., Pg,» Pq.
Qa = KZG10.Commit(qa(X); pg,) = [4a(T)]1 + pg, - 71
Q- = KZG10.Commit(g.(X); py.) = [g=(7)]1 + pg. - [V11 (24)
Qi = KZG10.Commit(g:(X); pg,) = [g:(7)]1 + pg, - [Y1
Q' = KZG10.Commit(g;(X); pq;) = [¢2(T)]1 + pg; - [V)1
Prover AZ &P MEMEY Blinding Factor BY&IE, FH&%XLA Verifier:
Eq = (pa+B-pr) - [11 = pg, - [T]1 + (pq, - €) - [1]1
E,=p,-[1{ — p, - - N
Pz [U1 = pg. - [T+ (pg. - €) - 11 (25)

Ey=pi-[11 = pg, - [7]1 + (pg, - €) - [1]1
EL=p,-[11—pg - [T+ (pg -w ') - [1]1

XERINEER, EIEAEREF, Prover FEAMDZMAN E#TRE, FERXAUTZMIAREHLMRT d 95
2, Bt Prover #£ Round 1 #iM— MR MAIMENE TN SR r(X), XHERERHPHNS A KE
#7E o' (X) BT, MAEEEN a(X) BEKRIE,

Proof
m = (Cp, 0, C2, C1, /' (€), 2(C), 1(€), 2(w ™' - €), Qu, Q2, @1, QL B, B, By, EY) (26)
Verification
Verifier B7c3IE TEINER
h(¢) = t(¢) - vu(C) (27)
Hrpvg(¢) A Verifier it&, h(¢) ATENSZXITE:



R() = Lo(C) - ((¢) — a'(0))
Fa-((—1)- (0) — 2w - ¢) — d'(0)) (28)
o Ly 1(C) - (2(¢) — (v, + 8- v))

SRI5 Verifier I3 a’(€), 2(¢), t(¢), 2(w™! - ¢) MMt

I, (12 e

(1), [1)2) = e(Qz, [rl = ¢-[1 12) +e(B., ) 29)
b, (1 +
I, 11

e(Co—1(Q)- [1hy [11:) = e(Qu, [l — ¢+ [1]2) + (B br]2)
e(Ce— (w0 [, (1)) = (QL [T]z—wl ¢ 1]2) +e(EL, [1l2)
2. ZK-PH23-KZG10 tHiY (EfLhR)
THZREMXIF Zero-knowledge 89 PH23-KZG10 11X,
Precomputation
1. FtE s0(X), ..., sp-1(X) and vy (X)
vp(X) =XV -1 (30)
.SZ(X) _ UH(X) B XN _1 (31)

o (X) | X7 1

2. MitE D = (1, w,w?,... ,wznfl) 89 Bary-Centric Weights {w; } . XA LASIIE

i, = [[—— (32)

27 2!
wr —w
I#j

3. Fit#& Lagrange Basis A KZG10 SRS
Ay = [Lo(7)]1, A1 = [L1(7)]1, A2 = [Lao(7)]1, ..., AN—1 = [Lon1 (7)1

Commit it&HE

1. Prover MiE—TZ M a(X), {EH Evaluation form EF a = (ag,ay,...,an-1), EF
a; = f(bits()), 3 f 7 Boolean Hypercube {0, 1}" F#EVE,
a(X) =ao - Lo(X) +ai - Ll(X) +as - Lz(X) +--4+an_1- LN_1(X) (33)

2. Prover HIE—BENLER p, <3 F, FRMRIF d BEIE,
3. Prover W8 f(X) w9z Cu, #&i%C,
Co=ap-Ap+ar-Ai+ay-Ay+---+any1-Av-1+pa- [V = [f(T)]l +pa- (V1 (34)

EEF' A() = [Lo(’T)]l, Al = [Ll(T)]l, A2 = [Lz(T)]l, ey AN_1 = [Lgnfl (T)]l s Eﬁﬁ%ﬂﬁqﬂaéﬁg
2,

Evaluation jFBB1#Y



Common inputs
1. Cp = [f(T)]lzthe (uni-variate) commitment of f(Xg, X1,..., Xn_1)
2. U= (’LL(], ULy ,un_l): KER
3. v = f(uo,us, ..., un1): MLE 3Tt f £ X = i RH0EHMAE,

12 FIEBRAI Sz BAIAR -

Fluo,ut, ug,s .. Up1) =0 (35)
XE U = (ug, Ut, U2y -« ., Up—1) B—NATTRIPEE .
Round 1.
Prover:

1. itEmE ¢, HRSMTE ¢; = eq(bits(i), 4)

2. WESHR c(X), HiE H LNZEERERTEC.
N-1
c(X) = ¢i - Li(X) (36)
i—0
3. & o(X) 1&iE C. = [c(7)]1, FH&RiEC.
C. = KZG10.Commit(¢) = [e(7)]1 (37)

4. #93E—> Blinding BT r(X) = 7o - Lo(X) + r1 - L1(X), Heb {ro,r1} <5 F? 2REHMHEL
Blinding Factor,

5. itE r(X) &% C, = [r(7)]1, HEEC,
C, = KZG10.Commit(r(X); p;) = [r(7)]1 + pr - 71 (38)
6. WH v, = (7,0), HE%v,, HHBFEXMTF:
7€ FYN = (rg,r1,0,---,0) (39)
Round 2.
Verifier: KixHksEE o, B <3 Fg
Prover:
1. ME£TF ¢ MRS po(X), ..., pn(X)
Po(X) = 50(X) - (e(X) = (1 = uo)(1 = wr)... (1~ up 1)) o)
Pr(X) = 551 (X) - (k- e(X) = (1= up p) - e(w? - X)), k=1...n
2. £ {p:(X)} REA—1TZIR p(X)
p(X) = po(X) + a - p1(X) +a® - pa(X) + -+ + " - pa(X) (41)

3. Wiga'(X), HitE (d,¢) =



a'(X) = a(X) + 8- r(X)

4. MERMSWR 2(X), HE

2(1) = ag - co
2(w;) = 2(wi-1) = a'(ws) - e(ws), i=1,.
2(WV ) =

);
(X) - (#(X) = ¢ - d'(X))
hi(X) = (X —1) (2(X) — 2(w
(X) = Ly-1(X) - (2(X) — v')
5. #p(X) # ho(X), h1(X), he(X) REA—PZTR h(X), HE
h(X)
6. i+ Quotient ZIR= t(X), HE
h(X) =t(X) - vg(X)
7. 3EE py, pr s IF‘Z%, & Cy = [t(1)]1 + pt - 7)1,
C; = KZG10.Commit(¢(X); pt) =

Round 3.
Verifier: RIZMENKRER ( <3 F
Prover:

1. 718 s;(X) 72 ¢ RA9EE:

50(€),51(¢)s- -5 5n-1(¢)
XE Prover ATLARITHE 5;(¢) , H s;(X) WARE
¢ —
SZ(C) = CQi -
_ Y-+
(¢¥ - )(C? +1)
¢ — 9
Cz i+1 . (C + 1)

= s41(¢) - (C +1)
Bt s;(C) BIERTLUE 55,1 (C) &R, T
CN
C—zn 1 o

sn-1(¢) = = Czn 1

X)) - d(X) - e(X))

C.=[z("))1+p.- 1

[t + pe - [Y1a
C, = KZG10.Commit(2(X); p,) = [2(7)]1 + p- - [Yh

=p(X)+ a™tt. ho(X) + a™t?. h1(X) + a3 ha(X)

#R3%C: 7 C,

(42)

(45)

(46)

(47)

(48)

(49)

(50)



B A INEEI— O(n) MEERITE 5:(¢) , HERXBERESREGH. ITEEIER:
5n-1(¢) = sn—2(¢) = -+ = s0(¢) »

2. EMKME Domain D', &85 n+ 1 Pax:
= D¢ = {¢,wC, W, w0 (51)
3. HEHER o(X) £ D' HHEE

o(Q),e(¢ - w),e(C-w?),e(C - wh), - ye(C W) (52)
4. HEHEE 2z(w - Q)
5. 1t# Linearized Polynomial [¢(X)

1(X) = (50(¢) - (el€) = <o)

ta-50(0) - (un1-¢(€) = (1 —up 1)l Q)

a®-51(0) - (up—2-¢c() — (1 —up_2) - C(an-z ()
_|_ . e

+a" e su(Q) - (ur - e(Q) — (1 —ua) - e(w® - Q)
+a" - sp-1(€) - (uo - e(¢) — (1 —ug) - e(w- () o
Lot (Lo() - (z(X) —co-a X))

+a"? (1) (A(X) — 2w () — e(€) - a'(X)
+a™ - Ly1(Q) - (2(X) =)

v (¢) - H(X) )
E2, r¢(¢) =0, XM EEERFTERS Verifier, FH [r¢(7)]; FIMHA Verifier BITHE,
6. MIEZWR c*(X), EETEBEE D¢ LHFHESTR

a" Lo (¢)(p= — co - pa)
+a" (¢ = 1)(pz — ¢(€) - pa)

n+3 (54)
ta LN—l(C) * Pz
—vg(C) - pt
C_)* - (C(w ) C)’ C(w2 ’ C)’ c(w4 : C)a s ,c(w2"’1 : C)7 C(C)) (55)
Prover BJLARIFASE SRt ER D LAIBary-Centric Weights {w; } SkiREITE ¢*(X),
c*_w—?d+c*-w—12+...+c;. ﬁ)nyl
¢'(X) = —— uf o — (56)
X—ul -|— wzg‘ 4 e 4 m
RE w; HITENIE:
N 1
=] ——— (57)

20,2
e B

7. AR 1(¢) = 0, FTIXTFFE Quotient ZINT q(X) HE



10.

11.

12.

13.

14.

1

qc(X) = X ¢ 1e(X)

L o (X) HRGE Qc, FREHEE— BN p, < F fE&IEA Blinding Factor:

Q¢ = KZG10.Commit(g¢(X); pg) = [a¢(T)]1 + pg - [V

Error: Extra close brace or missing open brace

. 13 D¢ ERBEBITR 2p (X)

2p(X) = (X — () -+ (X = (™ )X =)
3& Quotient SR, ¢.(X) :

(c(X) — (X))

qc(X) = (X—C)(X—wC)(X—W2C)"'(X_WZTHC)

T8 q.(X) &% Q. 5 E., BF c(X) BRSEEANERES, FIAREZERM Blinding Factor:

Q. = KZG10.Commit(g.(X)) = [g.(7)]1
#3& Quotient ZIAT, g, (X), FAFIERR 2(X) £ w1 - ¢ LAYEVE:

AX) — 2(w™ - ¢)

qwC(X) = X o w,I 'C

HE g0 (X) BEGE Que, FHEIRHEE— NI p|, s T #EK&iER Blinding Factor:
Qu¢c = KZG10.Commit(quc(X); o) = [que(T)]1 + £l - [
By =po- [ —pg- [Tl + (W™ - ¢ pp) - [1h

%% (Qes Qcs B¢y Ques Eug)

Round 4.

1. Verifier REBZNHENMEER £ <5 F

2.

3.

Prover #iE55 = Quotient ZIM g¢(X)

PR R AUR T

Prover itE#H K% ¢ (X) BIEE Q¢
Q¢ = KZG10.Commit(ge(X)) = [ge(7)]1

IEBART

9-Gy, (n+1)-F

Tewat = (2(w ™'+ 0),e(C). e(w- ), e(w? - (), e(w? - Q),.. . e(w - (),
Cca Ct7 CZ7 Qca QC7 EC7 Q§7 Qw@ EwC)

(64)

(65)

(66)

(67)

(68)



I E
1. Verifier 18 C, 5 '
Co=Ca+pB-Cy
vV =v+ 8-

2. Verifier T8 c* (&) {EAMITER Barycentric Weights {w; }

Zi & §T;:
c'(§) = o
Zi E—x;
3. Verifier i%& v (C), Lo(¢), Ln-1(¢)
vg(¢) =¢N -1
R ((9)
LO(C) - N ’ ¢—1
N-1
Ly-1(¢) = wN : CiHaEJCV)—l

4. Verifier 18 59(C), . .., sn-1(C) , EHEIEAINRARSURIMGBIARITIHE,
5. Verifier itTE &1L SR AEE C)

Cr = ((e(¢) = co)so(¢)

ta (upr-e(Q) = (1—up1) - c(@? - ¢)) - 50(C)

+a® - (up g c(¢) = (1= uns) - (W™ - ¢)) - 1)
+ oo

+a Tt (ur - e(€) — (1 —w) - e(w? - Q) - su-2(C)
+a” - (ug - e(¢) — (1 —up) - c(w-()) - sa-1(C)

+ " Lo(¢) - (C—co - Ca)

+a"? . ((—1)- (C.— 2w - ) —c({) - Cu)
+a™? Ly 1(¢) - (C, — )

~va(0)- C)

6. Verifier P4 FEHER n K& FH TER Pairing 311 :

2

e(Cr+ ¢ Q¢, [1]2)
e(C — C*(§) — zp(§) - Qc + &+ Qg [1]2)
e(Z+ ¢ Que — 2w ¢) - [11, [1]2)

BABENIIERFZERT Pairing B8

e(Qq, [7]2) + e(E¢, [7]2)
e(Qe, [7]2)
e(QwCa [7]2) + e(EwC7 [7]2)

2

?

(69)
(70)

(71)



P = (C’H-C‘Qc)
+1- (€= C = 2p,(€) - Qe +€- Q) (77)
1 (Co ¢ Que— 2w 0) - [1h)

e(P.l12) = e(Qc + - Q477 Que, rl2) +e(Be + 77 Bugy ) (78)

3. Lt iEBED IR
Proofsize:9 Gy + (n+ 1) F
Verifier: 4 F +O(n) F+3 Gy +2 P
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