Missing Protocol PH23-PCS (Part 3)

This article adds support for Zero-knowledge to the PH23-KZG10 protocol.

1. How to Support ZK

To make the PH23-KZG10 protocol support ZK, we need to modify two parts of the protocol. First, we need
to support Hiding in the KZG10 sub-protocol, which means that no information other than the evaluation
will be leaked in any Evaluation proof. Second, we need to ensure that no information about the Witness
vector a is leaked in the PH23 protocol.

First, we need a Perfect Hiding KZG10 protocol that can guarantee that no information other than the
polynomial evaluation is leaked after each opening of the polynomial. The following is the KZG10 protocol
from [KT23], with its main ideas derived from [PST13], [ZGKPP17], and [XZZPS19].

Hiding KZG10
SRS = ([, [7]1, [7)1, (7], -, [P0, [, (22, [7]20 [)2) (1)
The commitment of a polynomial f(X) € F[X] is defined as:
Cf = KZG. Commit(f(X); ps) = fo - [Ur + fr-[rli + -+ fa- 7% + o5 - [ (2)
According to the properties of polynomial rings, f(X) can be decomposed as:
f(X) = q(X) - (X — 2) + f(2) (3)

The commitment of the quotient polynomial is calculated as follows, also requiring a Blinding Factor p, to
protect the commitment of g(X).

Mh+aq-[rh+-+q- [Td_l]l +pq- (V1
(M + oo [ )

The Prover also needs to calculate an additional G; element below to balance the verification formula:
E=ps-[11 —pg- [t + (pg-2) - [11 (5)

Then, the Evaluation proof consists of two (5; elements:

Q = KZG. Commit(g(X); pq) = qo
= [q

m=(Q, E) (6)
Thus, the Verifier can verify using the following formula:
e(Cr—£(2) - (1, [1)2) = (@, [rlo ==+ 1)) +¢(B, [:) (7)

ZK for Sum Proof

In the process where the Prover uses the accumulation polynomial z(X) to prove the sum value,
information about the Z vector, including information about the Witness a, would also be leaked. Therefore,
we need a ZK version of the sum proof protocol.

We have a multiplicative subgroup H C IF of order N:



H=(1,ww? ..., (8)

We denote {L;(X) i]\:)l as the Lagrange polynomials with respect to H, and vy (X) = X — lis the
vanishing polynomial on H.

Suppose we have a vector ¢ = (ag, a1, ...,an—1) with N elements, and we want to prove ) . a; = v. The
Prover has actually computed the commitment of g, denoted as C,,.

C, = KZG10.Commit(a(X); pa) = [a(7)]1 + pa - [Y]1 (9)
Round 1

First, we need to determine how many times z(X) will be opened, for example, z(X) will be opened at ¢
and w1 - . Then we introduce a random polynomial: 7(X),

r(X) =7 - Lo(X) +r1-L1(X) 4+ ry- La(X) + 73 - L3(X) (10)
This polynomial contains four random factors. Why four? We'll see later.
The Prover then computes the commitment of 7(X) and introduces an additional Blinding Factor Pr
Cr = KZG10.Commit(r(X); pr) = [r(7)]1 + pr - [Y11 (11)
The Prover computes a new sum ZZ T
vy =710+ T1+ 7o+ T3 (12)
The Prover sends C,. and v, to the Verifier.

Round 2

The Verifier sends a random challenge B <—g [F to the Prover.
The Prover constructs a new polynomial a’(X) satisfying
a'(X) = a(X) + 8- r(X) (13)
The Prover sends a mixed sum value v’ to the Verifier:
v =v,+ B0 (14)

At this point, the Prover and Verifier convert the sum proof target Zz a; = vinto

Yolai+B-r)=v+ - v,.

Round 3

The Verifier sends another random number a <—g IF to the Prover.

The Prover constructs constraint polynomials ho(X), h1(X), ho(X) satisfying

ho(X) = Lo(X) - (2(X) — a(X))
hi(X) = (X —1) - (3(X) = 2(w ! - X) — a(X)) (15)
ha(X) = Ly_1(X) - (2(X) — v)

The Prover constructs polynomial h(X) satisfying

h(X) = ho(X) 4+ a - hi(X) + a? - hy(X) (16)



The Prover computes the quotient polynomial ¢(X) satisfying
A(X) = H(X) - v (X) (a7)
The Prover computes the commitment of z(X), C,, and sends C,
C, = KZG10.Commit(z(X); p,) = [2(7)]1 + p- - [7)1 (18)
The Prover computes the commitment of £(X), Cy, and sends C
C; = KZG10.Commit(¢t(X); pt) = [t(7)]1 + pt - 7)1 (19)
Round 4

The Verifier sends a random evaluation point { <—g F

The Prover constructs quotient polynomials g, (X), g.(X), ¢:(X). and ¢’ (X) satisfying

a'(X) — d'(¢)

o(X) = 20
ga(X) X ¢ (20)
t(X) — t(9)
X) = 21
g+(X) X _¢ (21)
2(X) — 2(¢)
(X)) = 22
q:(X) X ¢ (22)
: 2(X) — 2w - ()
X) = 23
The Prover computes the commitments of the four quotient polynomials and introduces corresponding
Blinding Factors pg,, pq.; Pg,s Pq.
Qa = KZG10.Commit(qa(X); pg,) = [9a(7)]1 + pg. - [V11
Q- = KZG10.Commit(g.(X); pg.) = [g:(T)]1 + pq. - Y11 (24)

Qi = KZG10.Commit(g:(X); pg,) = [q:(7)]1 + pg, - [V
Q’, = KZG10.Commit(q;(X); pg) = [q:(T)]1 + pg. - [V11

The Prover also needs to construct four corresponding Blinding Factor commitments and send them to the
Verifier:

Ey=(pa+B-pr) 11— pg, - [7]1 + (pg, - C) - [1]1
E,=p, [11—pg. [Tl + (pg. - ) - 11

By =pt- (11 — pg, - [7]1 + (g, - €) - [1]
E.=p.-[1]1 —pg [T+ (pg - w0 - [11

Here we can see that during the proof process, the Prover needs to evaluate four polynomials, and the

(25)

evaluations of these four polynomials would all leak information about a. Therefore, the Prover adds a
random polynomial 7(X) containing two additional random factors in Round 1. This way, all polynomial

evaluations in the proof process are performed on a’(X), rather than directly computing and evaluating
a(X).

Proof



7= (Cr,vr, C:, Ct,d/(0), 2(0), (), 2(w " - (), Qay Q= Q1, Q' Ba, B, B, BY) - (26)
Verification
The Verifier first checks the following equation:
h(¢) = t(¢) - vu(C) (27)
where v (() is computed by the Verifier, and h(() is calculated using the following equation:
h(¢) = Lo(Q) - (2(¢) — a'(Q))

+a-(C=1)- (2(¢) — 2(w™ - ¢) —d(0)) (28)
+a® - Ly-1(¢) - (2(¢) — (vr + 8- 0))

Then the Verifier checks the correctness of a’(¢), 2(¢), t(¢), 2(w™" - ¢):

e(Cu —a'(Q)+ [, [112) = e(Qa, 712 = ¢+ [1]2) + e(Ba, (1))
e(C.—2(Q) [, [112) = (s, (72— ¢ [1]2) +(E, [rl2)
(29)
e(Co—t(Q)- [, [112) = e(Qu [ — ¢+ [1]2) +e(Ev, [1]2)
e(Co= (@0 [, [1)2) = (@, [l —w™ - ¢-[1]2) +e(EL, ()
2. ZK-PH23-KZG10 Protocol (Optimized Version)
Below is the complete PH23-KZG10 protocol supporting Zero-knowledge.
Precomputation
1. Precompute so(X), . . ., $n_1(X) and vy (X)
vg(X) =XV -1 (30)
51(X) = vg(X)  XNVN-1 (31)

v, (X)  X¥ -1

2

2. Precompute the Barycentric Weights {w;} on D = (1,w,w?,...,w?" ). This can accelerate

- (32)

20,2
A YT Y

3. Precompute the KZG10 SRS for Lagrange Basis
AO = [Lo(’T)]l, A1 = [Ll(T)]l, Ag = [Lz(T)]l, P ,AN_1 = [L2n—1(’7')]1

Commit Computation Process

1. The Prover constructs a univariate polynomial a(X) such that its Evaluation form equals
d = (ag,a1,...,an_1), where a; = f(bits(i)), which is the value of f on the Boolean Hypercube

{0,1}".
a(X) = Qap - L()(X) +ag - Ll(X) + as - Lz(X) + -4+ any-_1- LN_l(X) (33)



2. The Prover samples a random number p, <—g [F to protect the commitment of a.

3. The Prover computes the commitment of f(X) C,, and sends C,,

CaZGO'A0+G1'A1+a2'A2+"'+aN—1'AN—1+Pa'[’Y]l:[f(T)]1+pa'[7]1 (34)

where Ay = [Lo(7)]1, A1 = [L1(7)]1, A2 = [La(7)]1, ..., An—1 = [Lan1(7)]1 have been obtained in
the precomputation process.

Evaluation Proof Protocol
Common inputs

1. C, = [f(7)]1: the (uni-variate) commitment of f(Xo, X1, ..., X, 1)
2. U= (’LL(), ULy ,un_l): evaluation point
3. v= f(uo, U1,...,Un—1): The computed value of the MLE polynomial fat X = .

Recall the constraint of the polynomial computation to be proven:

fluo,ur, us, .. tn1) =0 (35)
Here 4 = (ug, u1, U2, ..., Up_1) is a public challenge point.
Round 1.
Prover:

1. Compute vector ¢, where each element ¢; = eq(bits(4), )

2. Construct polynomial ¢(X), whose evaluation results on H are exactly ¢.

o(X) = 2 ¢ Li(X) (36)

3. Compute the commitment of ¢(X), C. = [¢(7)]1, and send C.
C. = KZG10.Commit(c) = [¢(7)]1 (37)

4. Construct a Blinding polynomial 7(X) = 7¢ - Lo(X) + r1 - L1(X), where {rg,r, } <4 F2 are
randomly sampled Blinding Factors.

5. Compute the commitment of (X), C, = [r(7)]1, and send C,
Cr = KZG10.Commit(r(X); p,) = [r(7)]1 + pr - [V1 (38)
6. Compute v, = (7, é), and send v, where 7 is defined as:
7€ FN = (ro,71,0,---,0) (39)
Round 2.
Verifier: Send challenge numbers a;, 8 <—g IF?,

Prover:



1. Construct constraint polynomials po(X), . . ., pn(X) for ¢

po(X) = 50(X) - (C(X) (1= uo)(d —wr)... (1 — un_1)>

Pr(X) = 55 1(X) - (un k- e(X) = (1= up p) - e(w? - X)), k=1...n

2. Aggregate {p;(X)} into one polynomial p(X)

p(X) = po(X) + o p1(X) + a® - pa(X) + - + ™ - pu(X)

3. Constructa’(X), and compute (@', c¢) = v’
a/(X) = a(X) + B r(X)
4. Construct accumulation polynomial z(X) satisfying

2(1) = ag - co
2(w;) — 2(wi—1) = @' (w;) - c(w;), i=1,...,N—1
2wV ) =
4. Construct constraint polynomials ho(X), h1(X), ha(X) satisfying

ho(X) = Lo(X) - (2(X) — co - a'(X))
hy(X) = (X — 1) - (2(X) — 2(w " X) — a/(X) - (X))
ha(X) = Ly 1(X) - (2(X) —v')

5. Aggregate p(X) and ho(X), h1(X), ha(X) into one polynomial h(X) satisfying
hX) = p(X) + ™ - ho(X) + a2 - hy(X) + o - hy(X)

6. Compute the Quotient polynomial t(X) satisfying
A(X) = £(X) - vy (X)

(40)

(43)

(44)

(45)

(46)

7. Sample py, p., g 2, compute C; = [t(7)]1 + pt - [7]1, C = [2(7)]1 + p- - [7]1, and send C; and

C.

Ci = KZG10.Commit(¢(X); pr) = [t(T)]1 + pt - [Y)1
C, = KZG10.Commit(2(X); p.) = [2(7)]1 + p2 - [V

Round 3.
Verifier: Send random evaluation point { <—g F
Prover:

1. Compute the values of s;(X) at {:

50(¢)581(C)s -+ -5 8n-1(¢)

Here the Prover can quickly compute s;((). From the formula of s;(X), we have

(47)

(48)



'SZ(C) C2i 1
G ()
(€* =1)(¢* +1) (49)
IS T
o <2i+1 -1 (C + 1)

= Sz‘+1(o ’ (C2 + 1)
Therefore, the value of s;(¢) can be calculated from s;41(¢), and
¢V -1
C2n71 o 1

Thus, we can obtain an O(n) algorithm to compute s;((), and it doesn't involve division operations. The
computation process is: 8$5,-1(¢) — 8n—2() — -+ — s0(C).

sn1(¢) = =¢¥ 41 (50)

2. Define the evaluation Domain D’, which includes n + 1 elements:

= D¢ = {w¢ WG w'G w0 (51)
3. Compute and send the values of ¢(X) on D’
e(Q)s (¢ w) e(¢ @) e(¢rwh)y (¢ W) (52)

4. Compute and send z(w™! - ()

5. Compute the Linearized Polynomial [+ (X)

1(X) =(50(¢) - (¢(¢) — eo)
+a59(C)  (un1-e(Q) = (1= up1) - c(w® - )

+a - 81(0) - (wn-z - e(Q) = (1 = un-) - (@ - )

+...

+a" 8 2(Q) - (w1 - e(¢) — (1 —u1) - e(w? - ¢))

" 8,2() - o €(0) — (1 w) - 0) (53)

)-
™ (Lo(€) - ((X) — o - (X))
(= 1) (X) — 2w ) — (<) - (X))
™ Ly () - (2(X) ~ o)

o (¢) - H(X) )

Obviously, r¢(¢) = 0, so this computed value doesn't need to be sent to the Verifier, and [r¢(7)]1 can be
constructed by the Verifier themselves.

6. Construct polynomial ¢*(X), which is the interpolation polynomial of the following vector on D¢

a" ' Lo(¢)(pz — ¢o - pa)
+a" (¢ = 1) (p2 = ¢(€) - pa)
+a" P Ly 1(¢) - p.
—’UH(C) Pt

(54)



N
*

¢t = (elw- 0)elw? - O),cfw - O),oelw? - 0), () (55)

The Prover can use the pre-computed Barycentric Weights {w; } on D to quickly compute ¢*(X),

’lf)() * 1111 * Tf)n
Co.r+cl.T+...+c . —
¢*(X) = - A SRS (56)

w w ﬁ)n
X—[ZUC + Xfiﬂg +oeet X—w?(

Here ; are pre-computed values:

10.

11.

12.

13.

14.

w; =] S — (57)

20 _ 2!
Ay O T

. Because [¢(¢) = 0, there exists a Quotient polynomial g¢(X) satisfying

1
X—=¢

q¢(X) = ~1e(X) (58)

Compute the commitment of g¢(X), Q¢, and simultaneously sample a random number p, <—¢ I as
the Blinding Factor for the commitment:

Q¢ = KZG10.Commit(g¢(X); pg) = [g¢(7)]1 + pg - Y (59)
Error: Extra close brace or missing open brace
Construct the vanishing polynomial zp, (X)) on D¢
20, (X) = (X — (w) -+ (X = @ )(X ) (60)
Construct Quotient polynomial g.(X):

(e(X) — (X))

=0 = O W)X —w2) (X~ WP )

(61)

Compute the commitment of g.(X), Q. and E.. Since ¢(X) doesn't contain any private information,
there's no need to add a Blinding Factor:

Q. = KZG10.Commit(g.(X)) = [g.(7)]1 (62)
Construct Quotient polynomial g,¢(X) to prove the value of z(X) atw™! - (:

2(X) — 2w ()
X—-—wl-¢

Guc(X) = (63)

Compute the commitment of ng(X): Q ¢, and simultaneously sample a random number pfl ¢ Fas
the Blinding Factor for the commitment:

Quc = KZG10.Commit(guc(X); pg) = [quc(T)]1 + pg - [Y1 (64)
Buc=pz- [ = py- [l + (0™ - ¢ o) - 1 (65)

Send (QC,QQ,EQ QWOEWC)

Round 4.



1. The Verifier sends a second random challenge point £ <—g [F
2. The Prover constructs a third Quotient polynomial qf(X)

(X)) =€) — 2D (£) - ge(X)
— T—¢

ge(X)

3. The Prover computes and sends the commitment of g¢(X), Q¢

Qg = KZGlO.Commit(qE(X)) = [q§(7')]1
Proof Representation
9-Gy, (n+1)-F

Teval = (z(w_l : C)’ C(C) ’ C(w : €)7 C(w2 : C), C(w4 . C), ce ,C((,z)27171 . €),
Cc7 Ct7 Cz7 Qca QC, ECa Q§7 Qw(a Ew()

Verification Process

1. The Verifier computes C, and v’
C,=C,+8-C
vV =v+8-w
2. The Verifier computes c¢*(&) using pre-computed Barycentric Weights {; }
B > ng_Lm

c(€) >

3. The Verifier computes vg (), Lo(¢), Ln-1(¢)

vr(¢) =¢M -1

Lo(¢) = % : ZH_(Cl)

w1 zr(Q)
N  (—wN1

Ly-1(¢) =

4. The Verifier computes $¢(¢), - - -, $n—1(¢), which can be calculated using the recursive method

mentioned earlier.

5. The Verifier computes the commitment of the linearization polynomial C;

(68)

(72)

(73)

(74)



Cr = ((e(¢) — co)so(¢)

Fa (up1-e(¢) = (1= un ) e ¢)-50(C)

+a” (un - c(¢) = (1= una) - c(@” - Q) - 51(¢)

+a" - (ur o) = (1= w) - e(w? - ) - sna(Q) (75)
+a" - (ug - e(¢) — (1 —up) - c(w- () - sp-1(C)

+a™h - Lo(¢) - (C. — ¢ - Co)

1ant2. (¢—1)- (CZ - ,z(uf1 () —c(¢) - Ca)

+a" - Ly Q) - (C. =)

~va(()- 1)

6. The Verifier generates a random number 77 to merge the following Pairing verifications:

?

e(Cr+ ¢ Q¢, [1]2) = e(Qq, []2) + e(E¢, []2)
e(C = C*(€) = 2D.(£) - Qe + £ Qe [1]2) = e(Qe, [7]2) (76)
e(Z+C- Quc — 2w 0) - [11, [L]2) = e(Quc [Fl2) + e(Buc, 1)
The merged verification only requires two Pairing operations:
P=(Ci+¢ Q)
+7-(C—C" — 2,6 Qe+ € Q) (77)
17 (Cot ¢ Que —#(w™ - Q) [th)

e(Pyl112) = e(Qc+ - Qe+ Quislrl) + e(Be+ 1 - Fug, 1l2) (78)

3. Optimized Performance Analysis
Proofsize:9 G + (n + 1) F

Verifierr 4 F+O(n)F+3G; +2 P
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