2 Hiding KZG10

Hiding KZG10 & KZG10 iXe9Ef, HEEmZmFiEsa8INNEHEF (Blinding Factor) , MMAS
Perfect Hiding 914, BMRIRREENITERENLR, HFEREE BT REREQITEL ZMAEREIE
B, Hiding KZG10 HAE N, BEEMWERSA Zero-knowledge 45 zkSNARK S & HE LR 2 HNHEEA
%,

AXNAAHMAER Hiding KZG10, F—MAERER [KT23], EFEMNRARZTZ A FAE—NEHRA
[PST13], [ZGKPP17], 5 [XZZPS19], E_MARE B [CHMMVW19], EFEBAFARZIIRIA KZG10 tHiXieX
[KZG10] Y2,

None-hiding KZG10
FEIMZ—TFEAR KZG10 thi¥, B KZG10 EF—1TFHRLEIMIRE (Universal Trusted Setup) BJ SRS:
SRS = ([1]1, [7]1, 7)1, [7%]1s s [P0 (12, [7]2) (1)

Heh r EW%E, FE% Setup MBRERKES, SUEHTEE 7 —AHITURRERT., HMNBPESIEES [a):
RRT—MEER AR TEN LMNRERE (Scalar Multiplication) a - G, XEB G € G 2B LT,
SRS IF2H G 1 Gy MUBETTEMA, FINEXLETEMN Base &, ENEEN SRS EEETIXLE
Base sTTEMLMIEE .

R FiBE LR FOTRNRAEER— RO, FIUNRENNEHER, BARTEET (o] PITEE
Ha, XEIUNERZE, —BHENME—Ta € F, WEFLE— Base TR, B2 a MIKRTRE 1R,

KZG10 FE—TREMENZHERFNME, BIFES—TMHEMLZE G, (£Mxh G) , EPNSTRERER
TR [ble, BDb- G's HEFE—DWEMEIIRE, HETENNEEMERS Non-degeneracy M

e(a-G,b-G') = (ab) - e(G,G") (2)
MERFE—N—T S0 f(X) € F.[X]
F(X) = fo+ X + fo X2 + - + faX* (3)
XEZIMAH Degree dFEHE d < D, ABRZIMRMFE Cr WITEARUT:
Cy = Commit(f(X)) = fo-[Mh+ f1-[th+ fo- [P+ + fa- 7% (4)

ZITES, FRE TENZERMIL
Cy = [f(7)] (5)

Evaluation iEBB
HFRNEBRMWS TS f(X) 2HXKF,[X] honE, THETENREAR:

F(X) = q(X) - 9(X) +r(X) (6)
Hep g(X) EB8sHR, r(X) ERHBSHX, B4, deg(r) < deg(yg).
MEHNS 9(X) = X — 2, BABA(X) E—MEH2TR, FRIANREIBARTUSH:

fX)=q(X) - (X —2)+r (7)



#—, X = z RABILENSR, ROTUEE f(2) = 7. TR, LENRESBRARTUREH:
F(X) = a(X) - (X = 2) + f(2) (8)

XMARNIER KZG10 thXaIziAR. BINRBAIIEIER f(2) = r, BABMNIBIER f(X) — f(2) 884&
(X — z) 2%, HEHROIER, FE—THZIR ¢(X), HE:
f(X) - f(2)

T (9)
MR f(X) £ X = 2z DWBERETF r, B4 ¢(X) BA2—1ZMK, ME—1 Rational Function, X FE
EOBARANEHSINAM Rational Function, FA17CiEFI A LERI SRS SKITEBRIEE.

Fitb, Prover REL#% q(X) W7&i%, @ Verifier iERE ¢(X) MIFENE, EMBSTIERT f(X) OKRERZER
1,

q(X) =

= [a(n)h (10)

XI5 Verifier #F SRS 121} Base TTERGE DB AWM, XTF Verifier, f(2) 5 z 2AFFH, AU
Verifier AJLEE FEHIAIVCRIOED B AT :

(1)1 = £(2) - [, [1]2) = e(la()], [7] = 2+ [1]2) (11)

FEARPLIEIIEDH Prover 121, HERRE -] RHE,

KZG10 1% #8 Polynomial Evaluation IEBR{IXBE— G 897t [q(7)]1, RH O(1). ™ Verifier RYIIE
BEAthE O(1) M. BBRRMZ, Verifier FESMMX Pairing iT8, SMTERAR O(1) EXEMN, B2

R,
Degree Bound iiEfH

KZG10 BZHHEBA— 2R f(X) € F,[X] 89 Degree NFEF d.

Teval =G0 [1)1+q1- [T+ +¢qa1- |7

Prover iEBRR S AES EIE, BIMS— MRS TR f(X),
Ff(X)=XP. f(X) (12)

2 f(X) i Degree NF%F D, fER SRS FAEEHXTF r WES/REN Base T=L2 [77]1, Bib LA
A (REE 7 BME) #AREMSEA—NRBATETF D SR AFEIE.

Eitk, Prover AJIA#9i&E Degree Bound iERE 7 7 :
Taeg = fo - [TV + fu- [P+ 4 fa [P =[PP f() (13)

i Verifier SIRIES AR EIE, WE f(X) 256 £(X) 5 XD aRE5H,

e(Ir2" £, 1) = e([£(D]1, [7P7):) (14)
Heh [7D=4), thii%2 SRS F1#4 Base ;TE. XER KZG10 #J SRS hEEAZEZH G, # Base TE:
T 7'2 T3 e TD
SRS: <[1]1a [ ]1) [ ]17 [ ]17 ) [ ]1) (15)
[1]2a [T]% [7-2]2, [7-3]27 ceey [TD]2



MeEBE, R Prover EEITERR f(X) B9 Degree Bound # Evaluation, BBAfBEFE f(X) HEABR, B
A7 Gy 0 E, ([f(0)]1, [7P74F(7)]1). RIE Verifier BESZH 4 D Pairing i+ ESREIREE Evaluation
Degree Bound JiEBH

Perfect Hiding

MRHEAERERMINRE LR FARARIPEE, 4 KZG10 FEILES f(X) SWMRNRF, £ LE
KZG10 i, EMMBRIRRGENITEENER, BREETEEED [f(7)) RE@itEE f(X) HEEAER

2T, 15450 Pedersen Commitment MJE % Perfect Hiding RO, EATHEIEEE— TN HEIEIENS
¢ EF (Blinding Factor) , FIEMEREEELMRNE N, tLReedEE [f(7)]1 Sme ﬁf()mﬁﬁﬁgo

Pedersen. Commit(f(X),r) = fo-Go+ f1-Gi1+ -+ fa-Ga+71-G' (16)

21 {G;}d , € GI™ 5 G’ € G £ Pedersen Commitment KIA#8%, #E r € F, ERFIBNELE
%0

HAHE T RBRBEANELG KZG10 1hiEi%A Perfect Hiding f9tHY. XA REBKT23], HEABERE
[ZGKP17] 5 [PST13],

B, BT M) Rk KZG10 &% f(X) MERFIA—THENSERNTELEF, tha:
KZG. Commit(f(X),r) = fo-[Ur + fu- [Tl + -+ fa- [741 + - [11 (17)

BEEXHAESBERLEM, FANTE Pedersen Commitment 1, FEEE r 9tE G' 2—1EI18 Base 7t
=, E5EMN G, ZlEﬂE’J?&?&E%D (BPMII) . PRI, » BISIAHTETM f(X) BEEIR £, BERE.

ELEFAIFEY 7T SRS, HSIA—TEIMNIFURERIE v, EITRNUAERTHEEF r:

SRS = ([1]17 [T]la [7-2]1> [T3]17 ) [TD]h [’7]17 [1]2? [7]2, [’7]2) (18)
B f(X) WEEEXR:
KZG. Commit(f(X),r) = fo-[U1 + fr-[rli+ -+ fa- [t +7r-[7h (19)

BN TFTEA—NEENES cm(f) R&RR f(X) 19EE,
Hiding-KZG10 £Y Evaluation iEBf

SHRBATE Commitment f_E Blinding Factor, {82 f(X) 89 Evaluation iEBR{NSARTRESRE f(X) BIEER.

S1BINE Prover B[ Verifier i f(2) = v, BAMEETESIEZIR ¢(X), TEHLETHRE
[q(7)]1. BEELE [o(T)]1, XEWHREKITEER Perfect Hiding (R, ER— TEHTR) MWKEET
MM [q(7)]1 BEmitEd ¢(X) , KREMMeEEITEE f(X),

Eitt, BIMMEER [o(7)]; BN ER—PTRBSKETF, iLH s

KZG. Commit(q(X),s) =qo-[1]1+q1-[Tli+ -+ qa- [r" 1+ s- [V
= [q(7) +s-7h

HABEN L EHEFH o(X) BEEIDHERS cm(q).
44ERIZT, Non-hiding KZG10 B Verifier FEME FEINE NRIIE g(X) #IEE:

(1)1 = £(2) - [, [1)2) = e(la()], [7] = 2+ [1]2) (21)

(20)



RI7E Hiding-KZG10 &, BAFZMEE cm(f) MFSMAEE cm(q) #+ L THLRETF, U Verifier B
BEREREE FERY Pairing SR TARIIET

e(f(r) + 7 — £(2) - [, [112) # e(lalr) + 52, 7] — 2+ [1]:) (22)

BABREE T hH A LANSR TR, SEESAEORLTETH
ths = f(7) + 77— f(2)

= f() = f&) + 7y (23)
FXNELRSETEITE
rhs = (g(r) +57) - (1~ 2)
—q(r) (T = 2) + s (1= 2) (24)
= f() = f(&) + s (T —2)
EARMIBIAZERY

lhs —rhs=r-v—s-(1—2) -~

—(r=s-(r=2)) 7 (25)
ATk Verifier BEBBIGIE, BANFESIA—TEIMNY MBETR1 KEF Pairing IEAT :
E=r-11—s-[t1+(s-2)-[1]1 (26)

T2, Verifier BJBUEIE FHEAVAURIIE:
(1) + 79 = £(2) - [, [12) = e(la(r) + 59, [7] = 2-[1]2) +¢(B, bl2)  (27)
REEN:
e(em(f) = £(2) - [, [1]2) = e(em(a), [7] = 2-[1]2) + (B, 1l2) (28)
HepZT @585 8 Prover 11, BN D2 LFHE.
Hiding-KZG10 A9 Degree Bound iEfA

R TIEER f(X) 9 Degree Bound, BABEAZH f(X) think Blinding Factor, ARBHEEEE, fER
f(X) B Degree Bound iIFFR:

em(f) = [rP~0- f(0)]+ 1+ bl (29)
BT EEM N E— T RAREFENTER E € Gy,
E=p-[r" 1 —n- [l (30)
XA¥ Verifier B[ AAE FEAS R f(X) 89 Degree Bound IEBR:
e(em(f), (P77 :) =e(em(F), [112) +¢( B, 2) (31)
EETMNETRIET, FEFXAMIL,

Hiding KZG10 4 Evaluation-and-degree-bound iR



BRa033FE— Polynomial f(X), Prover EEEIIXS f(X) #9 Evaluation ] Degree Bound #{TiERE., 1R
(1 3{ER L ER Evaluation 1 Degree Bound iEBA#MY, #B4 Prover BEREFMN G WX, AlE
Verifier EE5E 4 1> Pairing itE, BXE, HTTIEXFMmMEBSBEHN—E: Prover (NEZEFHD—
G1 7t&, ™ Verifier {(MEAMIR Pairing BRI SeRIEIE.

Prover EEMIEM T G NTX,

em(q) = [P q(D)] +1- [ (32)
B— TR EEXRN:
E=p-[r? N —n-[rli+(n-2) [l (33)
Prover &iX1IERR
™= (em(g), E) (34)

i Verifier BEUF FEIMNER

e(em(f) = £(2) - [, [727%2) = e(em(a), [7] - 2- [1]2) + (B, l2) (35)
55— Hiding KZG10 F9#33&

ERIAR [KZG10] igXH, HIRH TSI Perfect Hiding MRS H R, AT U L FAFMAREIXAEAY Hiding
KZG10 Z574,

XA RABERE Commit £(X) KIRHR, # E—PHENMZER r(X), HAMUREMIBNELEF, X
B f(X) 5 r(X) WEXHT:
d ' d .
X =>f-X r(X)=) r-X (36)
i=0 i=0

FRXE, §HSMR r(X)h Degree 5 f(X) #9 Degree — 8., ATXHEXSWX (Blinding
Polynomial) , &%) Setup MrERF=4RY SRS BESIA—TFHEHEH v RKRBEEHCEFSEEE Commit WER. T
2 SRS Wy N

[1]17 [T]la [7-2]17 [7-3]17 s [TD]I
SRS = ['7]1’ [77]17 [77-2]1’ ['77-3]1’ SR [7TD]1 (37)
B P P P T S P

FEHMNEXT cm(f) fitEAR:

d d
KZG10.Commit(£(X),r(X)) =Y fi-[F'li+ > _ri- ']
0 1=0

= [f() + - (D)
ARLE, 3 f(X) SIHRARFEIESLR L 25T f(X) = f(X) +v-r(X) 9%,
em(f) = [£(7) + - () = Fo)l: (39)

% Prover BIERA f(2) = v B, NMXBBLEBE ST ¢(X) WEE, TREHE r(X) £ X = 2 L5
1E,

(38)



™ = (em(q),7(2)) (40)
Hoh2hmw (X)) BFEE42HRN £(X) MU (X — 2) GHR2m:
f(X) = f(2) L r(X) —r(z)

(X)) = q(X) +7-4'(X) = = Lo (41)
Y Verifier K3 Teva = (cm(q),7(2)) &, tETLARIE FEAZER:
e(em(f) = £(2) - [th = (2) - o)1, [1]2) = e(em(@), 7] — 2 [1]2) (42)

Bt L, 2% Prover £27 r(X) £ r(2) &MEE, RE r(X) B9 Degree AFETF 1, BAED r(2) KIEX
8, WHEEHFEEEITESE r(X), BEME>EE— I HIEFERE f(X).

SCRR FANREI1EE f(X) EEMEGABASRZRERITF b < d R, BABNEHERS r(X) i Degree
$d, TRIAE— Degree H k IS, EH Lk ASCEFZHRA k& + 1 MENEFEE, = r(X) #it
kG, MATE— I HIEFERP f(X) 897%&iE,

E—MRIRAEF r(X) B9 Degree I 1, BBAH Prover B/RIEB— AR SAEVE, bl f(2') = o' 1,
Verifier B REAMREH r(X), BXHEMBIAT f(X) FiBEH Perfect Hiding 4.

Evaluation-with-degree-bound iiEfH

ETRMEME, X Hiding-KZG10 ARA, BEEBRE—FAR—EERNER f(2) = vl deg f < d. itX
[CHMMVW19] R T — PN A R, 5E—MARTRENE., X1 FHRAIER Evaluation with degree bound B,
FE—IRE IR (EFIA Fiat-Shamir 52#%) , Bl Verifier FERH— N FFHIREN I ELEL

Commit

Big f(X) B2 REITF e R, BLEHSHN r(X) 8 Degree REEZT e A1,

Cy = Commit(f(X (Z fi- ) + (Zn ' [vfih) (43)
=0
=[f (T)+7 (7)1
7 IEAR Degree Bound, HMIAEEHE X P4 f(X)

C,p = Commit(X P4 . £(X), s(X)) = (Zfl D—d+i]1> + (zd:si . [7.7-1']1) ()

1=0

= (7270 f(r) + - s(T)h
FRAER E, f(X) B97&iE cm(f) EXA:
cm(f) = (Cf, Cay) (45)

Evaluation with degree bound Y
AHBA

1. BIR f(X) fEE O

2. 2R X P~ f(X) toiEiE Cup

3. SR f(X) BRES, X = 2



4. ZWMAKRELER: f(2) =v
Witness:

1. 2K f(X) WEKZIR r(X)

2. 2 X P4 f(X) WELSHR s(X)
E—%: Verifier RIEBEHE a « F,,
BTH: Prover IREBTHEINLDE

1. Prover itEEZ I q(X):

f(X) = f(2)
X—z

3. Prover HERAWELZHR t(X), B deg(t) <d

q(X) =

t(X) = 'r(X) +a- S(X)
4. Prover HEBE SR q:(X)

HX) -~ t(2)
X —z

5. Prover SIN—MREBIZIA f*(X), BEX = 2 LBUER 0, BI f*(2) =0

q:(X)

(X)) =X f(X) - X7 f(2)
6. Prover It& f*(X) B (X — z) BB SR ¢*(X),
f1(X) - 1(2)

q"(X) =

X—z
(XD f(X) — XD f(2) ~ 0
X —z

= XV g(X)

6. Prover RIEFZWRN ¢(X), FIEFAELREF
d-1 '
Q=> g-[rh=[ah
i=0

7. Prover ZEFZIRN ¢*(X), TIMEAEEKETF

8. Prover AEB N ZMAMNEZ IR ¢:(X)

d—1
Qi = ZQt,i [yl
i—0
= [y a(n)h
9. Prover ITE&HHEE Q



Q=Q+a-Q +Q,
— g +a- [ Oh+ a0 (54)

10. Prover WUHERA 7 = (Q, ¢(2))

SERR E X MMNRERIER] IR A ERIER, MiEIRER RN MOSIAER—TR8RER Batch (FIA o
BEINE) . ER—PRIEAZIR f(X) £ X = 2z LBER f(2), Z— PRI f*(X) £ X = 2 &BER 0.
BT U IA— M HBNERARA S g(X) RRTEM N SMAMXT o WHENEIEES:

o) = F(X) + a- (X2 F(X) - XD £(2) (55)
TXARAEHS T g(X) BN (X — 2) WESTE g,(X) ThETR:
X) —
02 = L9 _ ) 40 (x) (56)

&[5 Prover itERRIE Q RPFETEEZMIAEE (g (7)] BN LFENHZINX [y - q:(7)] BRI,
63X MIERR B B ELSCH] Evaluation ROIERR B EEEA—K,
Verification
Verifier SBUREIIERR ) 7 = (Q,t(2)), REHE FEAISEINIL:
1. 18 g(X) + t(X) BFE, 188 Cgye
Cort = Cr+a-(Coyp— f(2) - [7771) (57)
2. HE g(X) +t(X) £ X = 2z SOBUERFRIE, 188 Vg
Vore = f(2) - [1h +t(2) - [V (58)

3. WIF C,uy HIEREME:

e(Cose = Voss [112) =¢(Q, 7] — 2+ 1)) (59)
3T EE

E—M73 % Prover £ Commit NEHMELFROSTANEEHITHILR, MRBEMN—TFENEFENFISEHR
Perfect Hiding, M5 —#73ZENZK Prover —X 140 £ R BRIBENEF (LARBN ZWzCAIFZR) , ARRIES
I AE R T FF B R A R X T REALE F

B MAERIERO— MBS, E8/XIER Evalutation i, iEBAREE— G X, ME—F, ©&;
mE—fMMARVUFERD G TR,

H—F, BIMARTERNE-—THBRE Verifier ARFZITER T Pairing, ME—MARVUFETE=T
Pairing,

References

e [KZG10] Kate, Aniket, Gregory M. Zaverucha, and lan Goldberg. "Constant-size commitments to
polynomials and their applications." Advances in Cryptology-ASIACRYPT 2010: 16th International
Conference on the Theory and Application of Cryptology and Information Security, Singapore,
December 5-9, 2010. Proceedings 16. Springer Berlin Heidelberg, 2010.



[KT23] Kohrita, Tohru, and Patrick Towa. "Zeromorph: Zero-knowledge multilinear-evaluation proofs
from homomorphic univariate commitments." Cryptology ePrint Archive (2023). https://eprint.iacr.org/
2023/917

[PST13] Papamanthou, Charalampos, Elaine Shi, and Roberto Tamassia. "Signatures of correct
computation." Theory of Cryptography Conference. Berlin, Heidelberg: Springer Berlin Heidelberg,
2013. https://eprint.iacr.org/2011/587

[ZGKPP17]"A Zero-Knowledge Version of vSQL." Cryptology ePrint Archive (2023). https://eprint.iacr.or
g/2017/1146

[XZ2ZPS19] Tiancheng Xie, Jiaheng Zhang, Yupeng Zhang, Charalampos Papamanthou, and Dawn Song.
"Libra: Succinct Zero-Knowledge Proofs with Optimal Prover Computation." https://eprint.iacr.org/201
9/317

[CHMMVW19] Alessandro Chiesa, Yuncong Hu, Mary Maller, Pratyush Mishra, Psi Vesely, and Nicholas
Ward. "Marlin: Preprocessing zkSNARKs with Universal and Updatable SRS." https://eprint.iacr.org/201
9/1047



https://eprint.iacr.org/2023/917
https://eprint.iacr.org/2011/587
https://eprint.iacr.org/2017/1146
https://eprint.iacr.org/2019/317
https://eprint.iacr.org/2019/1047

	理解 Hiding KZG10
	None-hiding KZG10
	Evaluation 证明
	Degree Bound 证明

	Perfect Hiding 
	Hiding-KZG10 的 Evaluation 证明
	Hiding-KZG10 的 Degree Bound 证明
	Hiding KZG10 的 Evaluation-and-degree-bound 证明

	另一种 Hiding KZG10 的构造
	Evaluation-with-degree-bound 证明
	Commit
	Evaluation with degree bound 协议


	对比
	References 


