Notes on Hyrax-PCS

This article briefly introduces the principles of Hyrax-PCS, whose security assumption is Discrete Log. Its main idea is to
prove an Inner Product and adopts the recursive folding approach to gradually fold two vectors of length n into two
vectors of length n/2, reducing the inner product calculation to the inner product calculation of vectors with only half
the length. The recursive folding idea mainly comes from [BCC+16] and [BBB+18], with the main problem being that
the Verifier's computational complexity is O(n). To make Hyrax meet the requirements of zZkSNARK, Hyrax rearranges
the vector into a /7 X 4/m matrix, then reduces the inner product calculation to the inner product calculation of
vectors with length v/n. This results in the Verifier's computational complexity being optimized to O(\/ﬁ) At the same
time, after optimization by [BCC+16], Hyrax's Proof size (communication complexity) is also optimized to O(log n).

1. Evaluation Proof of MLE Polynomials

Whether the MLE polynomial is in Coefficients form or Evaluation form, we can prove the evaluation of the polynomial
at certain points through the "Inner Product Argument".

2"—1
f(Xo, Xq,... 7Xn71) = Z a; - 6~q(bit5(i), Xo, X1y, anl) (1)
=0
2"—1 ) ) )
F(X0, X1, o, Xp1) = e Xg' - Xy X4, where bits(i) = (io, 1, .. ,4n 1) (2)
=0

If we have an inner product proof protocol, we can easily construct an evaluation proof for MLE polynomials.

Public Input

1. Commitment of a: Cy, = cm(ag, a1,...,am_1)
2. u= (ug, Uty .- ,un_l)
3. v= f(uoaula s 7un—1)
Witness
1. a

Inner Product Protocol

Prover computes vector €, length 27,

€ = q(bltS(O), Up, U1, - - - ’unfl)
1 = éq(bits(1), ug, U1, ..., Up_1) 3)

ean_1 = €q(bits(2" — 1), up, U1, ..., Up_1)

Prover and Verifier use an Inner Product Argument protocol to prove that the inner product of @ and € equals v. Below,
we introduce a simple inner product proof that proves the inner product of two hidden vectors equals a public value.

2. Mini-IPA

Let's start with the simplest case. Suppose Prover has two vectors @ and b, satisfying (@, b) = ¢ (note: cis a public value
here).

Proof Goal



Prover has knowledge (a, B) (two vectors of equal length, denoted as m, so there are 2m witnesses in total), and
@,b) =c

Public Parameters

To compute the Pedersen Commitment of vectors, we need to select a set of random group elements
91,925,935 - - 7gm7h € G.

Public Input
1. Inner product result ¢
2. Commitment of vector a: C, = cm(d; p,),

3. Commitment of vector b: Cj, = cm(g; Pb)

Witnhesses

1. (@, pa)
2. (B,Pb)

Basic Protocol Idea

Prover introduces two "blinder vectors", ¥ and s. These two vectors are flattened into one vector through a challenge
number p (from Verifier):

i =7F+p-a b =5+u-b (4)
Then calculate the inner product (or dot product) of @’ - b
(@) = (F+ p- @) 3+ p-b) = p?((a,b) + u((@,s) + (b,7) + (7,3) (5)

Observing @’ and b', we find that both vectors have W terms. After flattening the vectors and performing the inner
product operation, we get a quadratic polynomial in i, where the "coefficient" of the w? term is exactly the inner
product of vectors @ and b (should equal ¢), and the constant term 7 - 5 is exactly the inner product of the two "blinder
vectors". However, the coefficient of y looks somewhat messy. We can ignore the messy coefficient of x for now and
focus on the coefficient of the ,u2 term. According to the Schwartz-Zippel theorem, as long as Prover can successfully
respond to Verifier's challenge, the coefficients of all terms in the polynomial must be (with high probability) correct.

We let Prover not only commit to the "blinder vectors" in the first step of the protocol but also commit to the
coefficients of the polynomial (in p) after expanding the inner product. Then in the third step, Prover only needs to

send the two flattened vectors @’ and &', which is just right. Verifier first verifies if a’ can open A’, then verifies if b’ can
open B’, and finally Verifier verifies if @ - b’ can open the commitment C''. Let's see how the protocol is specifically
defined:

Protocol

Round 1

Prover sends commitments C, and C of two "blinder vectors" 7 and §; also sends polynomial coefficient
commitments Cy and Cy:



C, = cm(7; pr)

Cs = cm(s; ps) (6)
Co = em((7, 8); po)

Cy = em((@, 5) + (b,7); p1)

Round 2

1. Verifier replies with a challenge number p

2. Prover sends two flattened vectors @', b’, three random numbers mixed with y: pl,, p}. o\,

ad=7r+pu-a
, L (7)
b=s+pu-b
Po = Pr+ I pPa
Ph = ps+ 1+ py (8)

Pup = Po+ 11+ p1
Verification

Verifier homomorphically verifies in group G: @’ and 3’, and their inner product

)
em(@’;pl) = Cr +p-C,
L (9)
em(b';pp) = Cs + - Gy

cm(<a/7g/>; Pay) = 1 - em(c;0) 4+ - C1 + Co (10)

The biggest problem with this protocol is that Verifier's computational complexity is O(n), because Verifier needs to
compute (a’, 3') Also, b is hidden information, but for the MLE Evaluation proof protocol, € (computed from ) is a
public value, so we need to adjust the protocol.

3. Square-root inner product argument

The Hyrax paper proposes a simple and direct approach to reduce Verifier's computational complexity to O(\/ﬁ) A
Sublinear Verifier is a basic requirement of zkSNARK. We still only consider the Coefficients form of f i.e., cisthe
coefficient of f.

We assume n = 4, so g has a length of 16, and we can arrange this vector into a matrix:

Ch (1 C2 C3
Cy4 Cs Cg Cr (11)

Cg Cg Ci0 Cn1
Cl2 €13 Ci4 Ci5

The MLE polynomial represented by @ can be expressed in the following form:

Co C1 Co C3 1
- cy ¢ c cr X
f(Xo, X1, X0, X3) =[1 X2 X3 X2Xj] © ’ (12)
Cs Cg Ci10 C11 X1

ci2 ci3 cuu ci5] [ XoXy
The result of this matrix calculation is as follows:

f(Xo,X1,X2,X3) =co+c1Xo+ caXi +c3 X+ caXoX1+ - + c1aX1 X0 X3 + c15 X0 X1 X2 X3 (13)

We first split % into two short vectors:



U= (UOauthaUS) = (Uo,u1) || (u2,u3)

Then f(ug, u1,us,u3) can be represented as:

Co
-~ C4
flug,ur,ug,us) =[1 us us usus o5

C12

Then, we calculate the commitments of the matrix composed of ¢ by rows, obtaining Cy, C1, Cs, Cs,

Co = Cm(00,01,02,03;/00)
C1 = cm(cy, cs5, 6, €75 P1)

C1
Cs
C9

C13

Cy = cm(cs, cg, 10, C11; P2)

C3 = cm(ci2, ¢13, C14, C15; P3)

Then we can use (1, ug, us, usug) and (Cy, C1, Co, C3) to perform an inner product operation, obtaining C'*:

C2 C3
C¢ Cr
€10 C11
Ci4 Ci5

C* = Cy + usC1 + u3Cs + usus3Cs

Then C* can be seen as the inner product of the column vector of matrix M, and (1, U9, U3, U2U3), denoted as

—

d = (do,d1,ds,d3),

do = co + ¢4+ up + cg - uz + c12 - U2y
di =c1+c5-up+co-uz + 13 - ugug
dy = co + Cg - Ug + €10 - U2 + C14 - U2Ug
ds = c3+c7-ug+ c11-us + c15 - Uslg

It's easy to verify:

C* = Cm(d(], dl, d27d3;p*)

Here p* = po + p1uz + paus + psusus.

Using this approach, we construct a simple MLE polynomial commitment scheme.

Public Input

1. Commitment of a: C, = cm(ag, a1, ...,an_1)
2. u= (’LL(), ULy e ,un_l)
3. v = f(ug,u,y ... Un_1)
Witness
1. d
Commitment

1. Prover rearranges a into a matrix M, € F;Xh:

ao aq a9

aj ajy1 ajy2
M, =

azl azl+1 azj+2

A(h-1) Ah-1)1+1  C(h-1)1+2

2. Prover calculates commitments Cy, C1, ..., Cy_1 by row

a1

a2;—1
asi—1
Qpl-1

1
Uo
Uy

Uou1

(14)

(17)

(18)

(19)

(20)



Cy = cm(ag,a1,...,a;-1;po)
C1 = cm(ay, a1, .-, a2-1;p1)
Cy = cm(ag, a2ty - - -, A31-1; P2)

Ch1 = cm(a(h-1)i, Q(h—1)i+15 - - - » @hl—1; Ph—1)
Evaluation Proof Protocol
1. Prover and Verifier split % into two short vectors, represented by 7, and 4 g respectively:

Ur = (U, UL, - - - Ulog(1)—1)

UR = (Ulog(l)s Ulog(l)+1> - - + » Un—1)
Obviously
=1y || ug
Round 1
1. Prover calculates € = (eg, eq,...,ex_1), length h:

eo = éq(bits(0),
e; = éq(bits(1),
en—1 = €q(bits(h — 1), uR)

2. Prover calculates the matrix multiplication of € and M, obtaining a new vector b, length [

by = <€a (0,0, Qgy .-y a'(h—l)l)>
b1 = (€ (a1, ar11, -+ a-1)141))
bio1 = (€, (a1-1,0111-1,5 -+, Q(h-1)i41-1))

2. Prover calculates the commitment C* of b

—

C* =cm(b; p*)

Round 2.

Prover and Verifier conduct an Inner Product Argument protocol to complete the inner product proof of b and d.

dy = e~q(bits(0), ﬁL)
dq él](bitS(l),ﬁL)

dp—1

éq(bits(h — 1),4y)

1. Prover first samples a random number vector 7, used to protect the information of b, then calculates its

commitment:
C, = em(7; p;)
2. Prover calculates the inner product of 7 and B obtaining v
s=7-d
Co = cm(s; ps)
C1 = cm(0; py)

(21)

(22)

(23)

(24)

(25)

(26)

(27)



Round 3.

1. Verifier sends a random number u

2. Prover calculates and sends the following values:

=T+ p-b (32)

Zp=prtp-p (33)

z=ps+ulp (34)
Verification
Verifier verifies:

?
Cr+p-C*=cm(2; 2,) (35)
? R
Co+p ' - Cr+ p-em(v; 0) = em((Zy, d); ) (36)

4. Bulletproofs Optimization

In the Round-2 of the "inner product proof" protocol (Mini-IPA) mentioned above, since Prover needs to send a vector
of length [ (23), the overall communication of the protocol is O(1). If the vector is quite long, the final proof size will be
relatively large. J. Bootle et al. proposed a very interesting idea in the [BCC+16] paper, using a recursive method to
gradually fold the proof, achieving compression of the proof size.

Suppose we have a vector @ = (a1, as, as, a4) of length 4, we can split it in half into two vectors a1 = (a1, a2) and
ds = (a3, ay), then stack them vertically to form a matrix:

[al ag] -

as Q4
Then we perform a "flattening" operation on this 2 x 2 matrix (with the help of a random number vector):

a; ap _ _ -

} = (a1z +asz™!, ax+agzr ) =4d (38)
as Qa4

As shown in the above formula, we left multiply the matrix by a random number vector (z, w‘l), then obtain a vector
a’ of length 2. We can view this action as a special vertical flattening. This trick is slightly different from the vertical

flattening in the previous text, not using the naive flattening vector (a:o, a:l). We call this action "folding".

We can notice that the length of the folded vector @’ is only half of d. Doing this recursively, by Verifier continuously
sending challenge numbers and Prover repeatedly recursively folding, the vector can eventually be folded into a vector
of prime length. However, if we are allowed to append some redundant values to the vector to align the vector length
to 2%, then after k folds, we can fold the vector into a number with a length of only 1. This is equivalent to performing
horizontal flattening on a matrix.

This preliminary idea faces the first problem, which is that after the vector is cut in half, the commitment A of the
original vector @ seems unusable. So how can Verifier obtain the commitment of the folded vector after Prover
performs a folding action? From another perspective, Pedersen commitment, in a sense, is also a kind of inner product,
that is, the inner product of the "vector to be committed" and the "base vector":

Cmé(a) =a1G1 +asGs+ -+ a;,Gyn (39)

The next trick is crucial. We split the base vector G in the same way, then fold it similarly, but use a different
"challenge vector":



(z,x) [gl gz] = (Giz ' +Gsz, Gaz '+ Guz) =G’ (40)
3 4

Please note that the two challenge vectors (z,z 1) and (z 1, z) above look symmetric. The purpose of doing this is to
create a special constant term. When calculating the inner product of the new vectors @’ and G’ together, its constant

term is exactly the inner product of the original vector @ and G. But for the non-constant terms (coefficients of 2 and
x 2 terms), they are some values that look rather messy.

Let's expand the calculation. First, we split @ into two sub-vectors @ = (d1,d2), G = (G1, G2), then perform folding
respectively to getd’' = dyz + dox 1, G’ = G1z 7! + Gz,

—

o A i1-Gi a1 -G 1 2% /1

¢¢ -y (| et e () (1)
612 * G]_ 612 * G2 T 1 1

The right side of the above formula is a polynomial in , so we can clearly see the coefficients of z? and z 2.

Next, let's solve the problem raised above: How to let Verifier calculate the commitment of the folded vector a':
A=A+ (@-G)a®+ (G- G1) z 2 (42)

We let Verifier calculate A’ = a’ - G'. Obviously, Verifier can calculate G’ on their own, then Verifier can calculate A’
based on @’ sent by Prover.

The commitment A’ is a polynomial in x, where the constant term is the commitment A of the original vector, and the
coefficients of the 2% and 2 2 terms can be calculated and sent by Prover. What about the coefficients of the 2! and
x ! terms? They happen to be zero. Because we cleverly used two symmetric challenge vectors to perform folding

operations on g and G respectively, the coefficients of the 2 and 2z ! terms are exactly canceled out, while making the
constant term equal to the inner product of the original vectors.

The new commitment A’ is easy to calculate A’ = A + Lz® + Rz 2, where L = (@ - G3), R = (dy - G1). The
commitments L and R appear to be the result of cross inner products of the two sub-vectors. In this way, the problem
is solved. When Prover needs to send a vector v of length m, Prover can choose to send the vector ¢’ that is folded
and flattened, which has a length of only m /2. Then Verifier can also verify the correctness of the original vector by
verifying the opening of the folded and flattened vector.

Recursive folding also has its cost. In addition to Verifier having to calculate G’ extra, Prover also has to calculate L and
R extra, and they also need to add one round of interaction. We can see the complete process of recursive folding
through the following recursive folding inner product proof protocol.

Public Parameters

G, HeG"UTEeG

Public Input

P =aG +bH + cU + pT

Witnesses: d, b € Loy ¢ € Ly

Step 1 (Commitment Step): Prover sends commitments of two mask vectors Py and C1, Cs:
1. Py = @G + boH + poT
2. Cy=3dg-by-U+pT
3. Co=(G-by+ao-b) U+ poT

Step 2 (Challenge): Verifier replies with a challenge number z



Step 3: Prover calculates the flattened vectors @', b, p’ with 2, and sends p.
1. @' = a+ zay
2. b = b+ 2bg
3.p'=p+2po
4. p. = 22p1 + 2ps

Verification

Verifier can calculate P’

1. P' = P+ 2Py + 2Cy + 22C, — p.T

- 7
Thus, Prover and Verifier can continue to run the rIPA protocol to prove @’ - b’ = ¢’, where the commitments of these
three values are merged into P! = a'G + b'H + (a’ -5')U +p'T.

5. Complete Protocol

Below is the complete protocol combining recursive folding and Square-root IPA, which supports the Zero-Knowledge
property. If the ZK property is not needed, simply remove the H part related to p.

Public Parameters
° GO,Gl,GQ,. . .,GQn_l,H,U e G.

Calculating Commitment

1. Prover rearranges a into a matrix M, € IF;Xh:

ag a as SRR |
a a a ceeoag
M, — ! I+1 142 21-1 (43)
a2 a21+1 a21+2 Tt agl-1
Ah-1)1 Ah-1)+1 Ch-1)4+2 -7 Ahl-1
2. Prover calculates commitments Cy, C1, ..., Cy_1 by row
Co = cm(ag, A1y Q)15 p(])
C1 = cm(ay, ary1,- - -, a21-1; p1)
Cy = cm(ag, agig1, - - -, a31-1; P2) (44)
Ch1 = cm(a(h-1)i, Q(h-1)i+15 - - - » @hI—1; Ph—1)
Here, cm(a; p) is defined as:
-1
cm(a; p) = E a;G; + pH (45)
i=0
Evaluation Proof Protocol
Public Input
1. Commitment of g: (Co, C1,...,Ch-1)

2. U= (UO,Ul, .. .,’U,nfl) = ’l_l:L H ﬁRr where "l_l:L‘ = log(h), ﬁR\ = log(l)



3. v = f(uo, U1,y Up_1)
Witness

1. d

2. (po,P1y--+yPH-1)
Proof Protocol

Round 1

1. Prover calculates é:

| r) (46)
en—1 = €q(bits(h — 1), uR)

2. Prover calculates the matrix multiplication of € and M, obtaining 5 length [

by = <Ea (a()a agy .-+, a(h*l)l)>
by = <éa (ala Qlt1y .-+ a(h—l)l+1)> (47)
bi-1 = (€, (ar-1,a141-1, - -+, Q(h—1)141-1))
3. Prover calculates the commitment C* ofg
C* = cm(b; p°) (48)

Round 2.

Prover and Verifier conduct an IPA protocol to complete the inner product proof of b and cf d is calculated as follows:
do = éq(bits(0),dr)
di = é ir) (19)

|
)
Q
~—
g
t o+
w0
Yy
—
N—

dp_1 = e~q(bits(h - 1),’1_1:1;)
1. Verifier sends a random number «y

2. Prover and Verifier calculate U’ € G
U = v-U (50)
Round 3 (Repeated: = 0,1,...,n — 1).

First introduce the following symbols, for example, BL represents the first half of g BR represents the second half ofg.

g(Li) _ (b(()i), bgi), . ,bgi)—l_l)

59 = 6,68, b))

dW = @,d",....d0), ) (51)
JS? _ (dgifl,dg’n[“rl, ..,dé’;?_l)

é(Li) _ (Ggi), Ggi), ey Gé?—l,l)

G9 = (c%,,6%, ,....c8 )



Note the initial values here, 3(0) = B J(O) = cf ég)) = éL, é’g) = C_jR.

1. Prover sends L(® and R():

2. Verifier sends a random number ,u(i),

3. Prover calculates and sends the following values:
pl+1) — BlL + u(i) B%
= - N—1
d) =gt 4 O g

4. Prover and Verifier calculate G(+1)

5. Prover and Verifier recursively perform Round 3untilt =n — 1

6. Prover calculates

Round 4.

1. Prover calculates and sends R, where 7, p, € IF,, are random numbers sampled by Prover

R=r-(G" Y +p V.U 4p, - H
Round 5.

1. Verifier sends a random number ¢ € I,

2. Prover calculates z and z,
z=r+( b0
Zr=pr+C-p
Verification

1. Verifier calculates C* and P

C*"=dyCo+diC1+...+dn-1Ch_1
n—1
L N1

2. Verifier verifies if the following equation holds

?
R+¢-P=2-(G" Y4V U 42, - H
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